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Help With Bullying

is for all children to grow
up in supportive communities safe from
bullying and harm.

is to provide practical
support, training, and advice to challenge
bullying and protect young lives.
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Online Safety

‘ Online Safety
* Socialise » Seek advice &

> Online Safety is the schools > .
o ability to protect and ec.iucate' + Play games information
young people and staff in their « Gamble

Keeping children
safe in education

use of technology and to have * Listen to music
the appropriate mechanisms to

*  Watch films and * Watch pornography

.mt.ervene and support any videos * Use dating websites &
incident where appropriate.

apps
New stronger focus on * Research and pp
Filtering and Monitoring! education * Read magazines &
news

Filtering and monitoring standards for schools * Make purchases

* Download files

and colleges — March 2023

Concerns and risks

Contact with unsuitable people

Illegal downloading

Benefits and Risks

Damage to reputation

Exposure to inappropriate content
Potential for cyberbullying

Radicalisation

l

Giving away of Personal information

Fake profiles/impersona!ion
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Gaming

THE PEGI AGE RATINGS (Pan European Rating Information system

B Game is considered suitable for all ages. Comical violence.

May contain some frightening scenes. Violence is
unrealistic and directed towards fantasy characters.
Slightly more realistic violence. Mild language used by

characters. Sexual posturing and innuenda feature.

Violence towards human characters, including death.
Sexual activity within game, but no visible nudity. Use of
alcohol, drugs and tobacco by characters.
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Gaming

Loot boxes are a controversial feature of many video games - both console and
mobile. When a player purchases a loot box, they only find out what is inside it once they
have paid. It may contain a digital prize that's valuable within the game, but equally it
may contain nothing useful.
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Gaming
THE PEGI CONTENT DESCRIPTORS
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1100

Different companies can give different ratings. Most apps will
give their own ratings - Apple and Amazon, have different ways
of rating!
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Common Sense is the
nation's leading non-
profit organisation

dedicated to improving
the lives of young
people and families by
providing the
trustworthy
information.
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Calculator vault

* Opens only by secret code that is set by you
* Hide pictures, videos and Live-Streams
* Capture photos and record videos with secret camera
* Hide private messages
secret Vault ¢ Intruder Selfie function: Selfie will be automatically taken of
person who trying to break your app lock security with wrong
PIN or pattern.

Safer Settings S ‘ Safer Settings d
T

TikTok

e Rethink feature & comment controls
TikTok 1 -
. N R . -
Settings Checklist .
. ™
* Make account private A "
* Turn off location .
* Limit direct messages A— . — —
*  Limit comments | C— | [ Prompt to reconsicer ] ‘Comment Controls:

* Enable Screentime
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Safer Settings

snapchat
Location services
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Cyberbullying Behaviours

Hassling - or pressuring someone to do =  Creating dedicated websites - that
something they do not want to do such as intend to harm, make fun of someone or
sending a sexually explicit image. spread malicious rumours.

= Sharing pictures - videos or = Impersonation - Send hurtful or
personal information without the inappropriate content while posing as another
owners consent — with intent to cause person.

harm or humiliation.

= Excluding / Rejecting / Ostracising -
often through the use of like/dislike options
or exclusion from chat sites.

Hacking - into online profiles to extract and
share personal information.

= Abusive comments — Rumours, Gossip,
Threats — includes internet ‘trolling’, inciting
others to self harm

A
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Think about the differences...

Cyberbullying

|

No safe place, often very Can find a safe place, find an
hard to escape escape (home)

[

Harder to empathise with

Can see body & facial
reactions from the target and
onlookers

the target. Can’t always see
the targets reaction
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Safer Settings

snapchat
Location services

matters.org

o . internet
3 e

43

g People don’t always use the term CYBERBULLYING

Masquerading
I Doxing I
| Cyberstalking I
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Inappropriate Messaging &
Harmful Content




Working with young people on this

It is vital to have open conversations with young people about this topic. They are likely
to see it as commonplace; some very aware of the risks, others less so.

Schools Must make this an integral part of and Sex

Consider how to educate children who may be additionally at risk (e.g. disabled
children and those with special educational needs).

Be careful that you do not prevent children from sharing concerns with you by talking
about the risks without being very clear you are here to help if they have
worries and concerns.
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Consequences of sharing nudes -

It is illegal to produce, possess, store or share indecent, sexual

or naked images and videos of anyone under 18
P |

Tmyth Buster! 1

e

However, to help stop the criminalisation of young people, [ tA;LIyl-Noliil N EH
introduced [SlVISIiCW AN This is a new crime recording code which means sexting
incidents are unlikely to be disclosed in any future DBS checks.

Who can help?

www.ceop.police.uk

Are you worrled about online
he way semeane hos
unicating with you o

Report online abuse to
cEaR

67
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Working with young people on this

Make sure they know who they can talk to if they need help.

Itis also vital that you do not have preconceived ideas about who is likely to share or be
in receipt of sexual images or messages.

For example, make sure boys feel confident about reporting incidents involving other
boys.

that
, to take each
and to

Internet Watch Foundation

1 take to rem
snding to your

Who can help?

WORRIED ABOUT,

SOMETHING? &

=i
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Smartphone/Laptop/ - =
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Tablet 1o talk about worries and €O

it very diffi

They can
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< 1os to look ou
t, but here aré some thing:
be hard to spot Difficulty sleeping.
Reduced appeti
Avoiding school or Headaches or tummy

socialising less with .
R Becoming withdrawn from aches
friends

family.

Children can find

go for awalk, a drive out for food together or during bedtime

Parental controls offered by your home internet provider

., . - -
* g KID s c a P e < 1 b Set up filters on your home internet to help prevent age inappropriate content
Help With Bul L . g being accessed on devices in your home.

Many provide their customers with free parental controls which can be activated at

any time.
media

plusnet
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Parent controls... Top Tips for parents...

ild a safe space to explore online, Make use of the parental controls on your
home broadband and any internet-enabled
devices. Screen time.

8e mindful of your child’s online Encourage your child to talk about

interactions. Encourage the their concerns, reassure them that

understanding of Online friends it's good to discuss things that worry
and real friends. them.

Parental controls are the names for a group of settings that put you in control of what

content your child can see. Combined with privacy settings these can help you protect your Talk to your children about the R e (e

children from the things they shouldn’t see or experience online. types of games and apps people to be aware of. Encourage
your child to know how to report
Explore this together.

Parental Controls and Privacy Setting can be very effective tools to
help minimise the risks your children may face, but they are not Be positive
100% effective Remember that the positive aspects of the Internet outweigh
the negatives.

Recap organisations

cmnisnss  Common Sense Media - www.commonsensemedia.o N .
= ¢ Please complete the evaluation provided

c CEOP - www.ceop.police.uk or use the QR code below

“ ThinkuKnow — www.thinkuknow.co.uk

Internet Matters — www.internetmatters.org
g

.ﬁ The Mix — www.themix.org.uk

hild
s ChildLine - wwwchildline. org.uk =]

@W IWF — www.iwf.org.uk
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Any final

questions?

Thank you for

Please do stay in touch and if you enjoyed today’s training
course, let Kidscape and others know!
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http://www.thinkuknow.co.uk/
http://www.themix.org.uk/
http://www.childline.org.uk/
http://www.iwf.org.uk/

	Introduction. 5 Mins.
	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6

	Getting it right - 5 mins
	Slide 7

	How young people interact online. 15 Mins
	Slide 13
	Slide 14: Benefits and Risks 
	Slide 15
	Slide 16

	Gaming and Online gaming - 10 mins
	Slide 17
	Slide 19
	Slide 23
	Slide 24
	Slide 25
	Slide 27
	Slide 29

	Social Media, Apps & Websites - 15 mins
	Slide 30
	Slide 31
	Slide 37

	Safer Settings. 5 Mins.
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43

	Cyberbullying. 10 Mins.
	Slide 58
	Slide 59
	Slide 60

	Sexting. 5 Mins.
	Slide 61
	Slide 63
	Slide 64
	Slide 65: Consequences of sharing nudes - 
	Slide 66
	Slide 67: Who can help? 
	Slide 68: Who can help? 
	Slide 69
	Slide 70
	Slide 71
	Slide 72

	Advice for parents. 5 Mins.
	Slide 73
	Slide 74
	Slide 75
	Slide 76

	Final thoughts
	Slide 77
	Slide 79
	Slide 80


